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For many children, this Christmas means new devices, new games and online
interactions with family and friends. In amongst all the excitement, it is important that
with all the new fun comes a new landscape of risks to be aware of. With support from
the National Online Safety, we have put together a few tips to help your Christmas be
merry and bright online.

From all of us at Tower Hill, we wish you a peaceful Christmas.

Parental Controls

The internet is a wonderful place; full of exciting and interesting things to learn, play and do. It
is easy to get lost in a rabbit hole of internet interest so consider setting up family sharing on
your devices. Talk to you children about the limits you are setting and why. Agree when to
switch off devices; agree on no device zones; agree on what to do when the devices go off.
Children love to explore new games and apps and most devices have controls to ensure that kids
can’t access content you don’t want them to. When you download a new app, check that the in-
app purchases are disabled to avoid a scary bill in the new year.

Explore YouTube’s parental controls here: https://youtu.be/eVYsgC7-6ZM

Although much of the content on YouTube your child will be interested in will be linked to their
gaming or popular You Tubers sometimes the comments section beneath videos can leave a lot
to be desired. Setting up parental controls can eliminate the chance for your child to view com-
ments from others.

Scrolling

There is growing research into the impact of scrolling on mental health. Here are some tips to
reduce the doom scroll

o Set a “cut-off time” before bed in which you put your phone down for good that day.

. Turn notifications off, at least for stretches of the day.

o Try putting it on Airplane mode to avoid distractions.

o Try using an alarm clock instead of your phone’s alarm clock. Tapping a button on your
phone every morning to stop your alarm can be a natural segue to start scrolling.

. Seek out positivity when you do scroll. Look through family photos, find cute animal

content, or read an uplifting story.

Online Shopping
Even us grown ups need some support online sometimes. Top
tips for shopping online include:

Logging out of all shopping sites.
Avoid shopping on public wifi.
Be mindful of phishing emails.
Avoid social media giveaways.
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Christmas is almost upon us once again, and soon some lucky children will be
ing off a new mobile phone, tablet or games console.

excitedly tearing the
Fotaomeofthngm it will be the first ime

they've owned a device that connects

them to the online workd. Even for older children, a new device means new cormers
of the digital kandscape to explore — and, unfortunately, new risks to be aware of.

We've put

ngether our top tips so that you can guide your young ones in enjoying

their new digitd gifts safely and responsibly throughout the year to come.

» APASSWORD ¥

M your child s new devics han o pessword
protection feature, use k! K1 help 1o keop thor
private nformation sale and will deey cthaers
000055 10 ther device without parmission. Your
chidren’s passwerds thould be something
Memoeabihe to them = but something which other
peopke can't guess (s also a good idea for
Porents 1o writs it down in case & gets forgottent)

KEEP NUMBERS " -
» AND DEVICES PRIVATE

Make sure your child understands thot they
whoukd never share their phone number with
SOMEcne thay doer't know or cecept a Iriend
requost from them. They should ol so oppeocione
that it's @ good idea to mainly keep ther device
out of sight, newer lend 10 0 stranger, and never
Pt & down somewhere that other people could
stecd it or bake it Lo L wWithout caking.

7 EXPLAIN SECURE
* WIFI NETWORKS

Your home Wi is protecied by a posswernd that
only your fermily knows, wherecs pub e netwerks
(ke those found In coffee shops, Sor example) con
b ccosamed by arwane, s imporiant thet your
child grasps this difference becouse, if they're
uEng o portable device on an unsecured network,
an & hocker could oocess thir persencl
Indoemation without thom even knowing

m TURN LOCATION
» SETTINGS OFF . x*

It's sofest 1o disaie the device's kcation services
(¥ &5 o portobie device) 50 your chik dosen't
inadvertently make cther pecple awarne of whaere
thay are. You can usuolly do this via the device's
privacy cortrol settings. Turning locotion settings
off not only medrds your child's whereabouts cont
be traocked by others, It ol so signficontly exctencs
bBomery lite.
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@ www.nationalonlinesafety.com

Merry Christmas!

SET UP .
» ‘PARENTAL CONTROLS'

This recl by is on essentiol when your chid gets o
now dovice, 50 thoy're protected from the cutset.
Maost phones, toblets ond consoles dlow you to
oustomise their ettings to detarmine which games
your chiid con ploy, how ey can communicats
(and who with), Wit content they can cocess and
0 on. kwillgwe you pooce of mind that they con't
inadvertuntly do something they shouldl,

HAVE 'THE MONEY
* CONVERSATION'

Bedore your chidren start using theie new
dovice In samest, ok to them about ir-opp
purchases ond othwr ways that maney
might be spent through thek device. Onoce
thary understand, you might want to agres
on a spending Frit ond reassure tham that
they con come to you ¥ they re unceriaon, or
i thary hove mods o puechose by occdent.

L
» SCREEN TIME

Uring o device for too lorg, especialy just before
Bed, con imerdere with a child s 3 keep quality and
reduce their concentration ond overal
wrthusicem, R might be helplul 1o ogres on
0erain times of day when they don't use their
device, Most devices” settings bt you specity o
scroeertime Bmit, relping your child to siay besh
ond focused In order to perform well ot school

' 11 STAY AWARE OF
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* THE SURROUNDINGS

It's quite ComMen 10 500 odults not koking where
they're going while engrossed in their phone
Childran ane even moee scsily distrocted. h some
003503, chidren have been hit by cars or cyclists
becoume they ware staring ot thelr devics ond lost
trock of wheee they were, Rerind your child thot
scroerys and wolking domt mie | they need to use
thak device, they shoeuld stop in o safe ploce first :

National
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PAY ATTENTION
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* TO AGE RATINGS

One of the first things childsen want to do with ary
now dovice s play games ond eapdore apps. Belore
Py down bod crything o Fatal o new cormcle
Qame, cheok its age rating. Mary popular gomes and
opEs have content that's nat tuttabie for younges
oges. The sofestlong-term sobtion i 10 odjust the
device's sottings 5o they can anly downl ood ond use
garnes and cpps appropricne ko ther age

DISCOURAGE
* DEVICE DEPENDENCY &

Of course, childran who'we just ot o naw device will
naturclly want to spend as much time on t os
possibhe. But whether thay e 2apping bod guys,
wotching vdoeos or conneoting with frionds, t's cosy
for them to get cttached very quickly, Gently reming
tham that having famiy time, going curdoces and
gotting tome exnrcee ore st fun, too. And the
cavics will be thare whan thay get bock.

ONLY PAIR WITH KNOWN
» BLUETOOTH DEVICES

Your child may wart (o conrect to onother

Cvios vias B ueootn, 0 they can ksten to

msc wirtlossly or share pictures and videos

with nearty Irlencts. But if thay use tustooth

to link with 0 devioe that they dont know s
they're ot risk of @ stranger being cbie 10 soe +
thair personal information o having fic®
LoMeone transmit 0 virus onto ther device

BE THERE IF THEY
» NEED TO TALK

Even whon you've mode o device s Secure as you
can, there's sl o possbi ity of your child seeing
u:cm(h'ug that Bothers tharm, or Somecns thay
don't know attermpting to consoct them. If this
hoppens, listen 1o thek concesns, smpathise and
re0saure them. Once they've axplained what
hoppened, you con decice i you shoudd toke further
cction like blocking or eperting arothar user
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