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Tower Hill Primary School

 Data Protection Policy and Procedure
Author: Data Protection Officer (Laura Ovenden, DHT) with regard to the GDPR – General Data Protection Regulation 25th May 2018
Reviewed :    Summer 2018                 
Review Date: Summer 2020       
Signed: Owen Gardner (Chair GB)
The school collects and uses personal information (referred to in the General Data Protection Regulation (GDPR) as personal data) about staff, pupils, parents and other individuals who come into contact with the school.  This information is gathered in order to enable the provision of education and other associated functions.  In addition, the school may be required by law to collect, use and share certain information.

This policy and procedure has been prepared in line with the principles of General Data Protection Regulation.  In all instances where further information is required references should be made to Hampshire County Council’s Manual of Personnel Practice.

The school has a Data Protection Officer, Laura Ovenden (Deputy Headteacher), who may be contacted at school.

The school issues Privacy Notices (also known as a Fair Processing Notices) to all pupils/parents and staff, summarising the information held, why it is held and the other organisations to whom it may be passed. Examples of these documents can be found in the appendices of this policy. It also provides information about an individual’s rights in respect of their personal data.
Policy

The Governing Body and Headteacher aim to fulfil their obligations as defined by the General Data Protection Regulation to the fullest extent.  This policy sets out how the school deals with personal information correctly and securely and in accordance with the Regulation and other related legislation.
Purpose 

All school staff and governors involved with the collection, use, processing or disclosure of personal data will be aware of their duties and responsibilities and will adhere to this policy.

This policy applies to all personal information however it is collected, used, recorded and stored and whether it is held on paper or electronically.

Personal information or data is information which relates to a living individual who can be identified from that data, or from that data in addition to other information available to them.  An identifiable individual is one who can be identified, directly or indirectly by reference to details such as a name, an identification number, location data, an online identifier or by their physical, physiological, genetic, mental, economic, cultural or social identity. Personal data includes (but is not limited to) an individual’s name, address, date of birth, photograph, bank details and other information that identifies them.

Procedure

The school, which includes the Governing Body, is separately registered under the General Data Protection Regulation as a Data Controller, with the Information Commissioner’s Office (ICO).   Details are available on the ICO website.  
The GDPR establishes six principles as well as a number of additional duties that must be adhered to at all times:
i) Personal data shall be processed fairly and lawfully and in a transparent manner;
ii) Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes (subject to exceptions for specific archiving purposes)
iii)  Personal data shall be adequate, relevant, limited to what is necessary and not excessive in relation to the purpose for which it was collated;
iv) Personal data shall be accurate and where necessary reviewed and kept up-to-date;

v) Personal data shall be kept for no longer than is necessary for the purpose for which is was collected. The prescribed timescales for various documents are set in HCC’s Manual of Personnel Practice;

vi) Personal data shall be processed in accordance with the rights of data subjects under the GDPR.
Duties
Personal data shall be subject to appropriate technical and organisational measure to protect against unauthorised or unlawful processing and accidental loss, destruction or damage i.e. protected by an appropriate degree of security;
Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country ensures an adequate level of data protection.

Data Controllers have a General Duty of accountability for personal data.
Commitment

Tower Hill Primary School is committed to maintaining the principles and duties in the GDPR at all times.

Therefore the school will:

· Inform individuals of the identity and contact details of the data controller.

· Inform individuals of the contact details of the Data Protection Officer.
· If the school plans to transfer personal data outside the EEA the school will inform individual and provide them with details of where they can obtain details of the safeguards for that information.

· Inform individuals of their data subject rights.

· Inform individuals that the individual may withdraw consent (where relevant) and that if consent is withdrawn the school will cease processing their data although that will not affect the legality of data processed up until that point.

· Provide details of the length of time an individual’s data will be kept.

· Should the school decide to use an individual’s personal data for a different reason to that for which it was originally collected the school shall inform the individual and where necessary seek consent.

· Inform individuals why personal information is being collected.

· Inform individuals when their information is shared, and why and with whom unless the GDPR provides a reason not to do this.

· Check the accuracy of the information it holds and review it at regular intervals.

· Ensure that only authorised personnel have access to the personal information whatever medium (paper or electronic) it is stored in.

· Ensure that clear and robust safeguards are in place to ensure personal information is kept securely and to protect personal information from loss, theft and unauthorised disclosure, irrespective of the format in which it is recorded.

· Ensure that personal information is not retained longer than it is needed.

· Ensure that when information is destroyed that it is done so appropriately ad securely.

· Share personal information with others only when it is legally appropriate to do so.

· Comply with the duty to respond to requests for access to personal information known as Subject Access Requests.

· Ensure that personal information is not transferred outside the EEA without the appropriate safeguards.

· Ensure that staff and governors are aware of and understand this policy and these procedures.
Processes

Staff and parents/carers will have the right, upon request, to access data pertaining to them or their dependants.  The school will comply with this request within 1 month with a further 2 months to produce any information in a complex case.
Unauthorised alteration of computerised data may be an offence under the Computer Misuse Act 1990.  Any unauthorised access of alteration cases will be dealt with under the disciplinary procedure.
Complaints

Complaints will be dealt with in accordance with the school’s Complaints Policy.  Complaints relating to the handling of personal information may be referred to the Information Commissioner who can be contacted at Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF or at www.ico.gov.uk 

If you have any queries in relation to this policy, please contact the Data Protection Officer, Miss Laura Ovenden, who will also act as point of contact for any Subject Access Requests.
Appendix 1

PRIVACY NOTICE 

For Pupils in Schools, Alternative Provision and Pupil Referral Units and Children in Early Years Settings
Privacy Notice – General Data Protection Regulation
We, Tower Hill Primary, are the data controller for the purposes of the General Data Protection Regulation. We collect information from you about your child(ren) and may receive information about them from their previous school and Hampshire County Council. We hold this personal data and use/share it to: 

· Support your child(ren)’s teaching and learning;

· Monitor and report on their progress;

· Contribute to improving your child(ren)’s health and reducing inequalities;

· Provide appropriate pastoral care;

· Enable statistical forecasting and planning; and

· Assess how well our school is doing.
· Comply with the law regarding data sharing

The categories of personal information that we collect, hold and share include: 
· Personal Information (such as name, unique pupil number and address)

· Characteristics (such as ethnicity, language, nationality, country of birth and free school meal eligibility)

· Attendance information (such as a session attended, number of absences and absence reasons) and exclusions

· Assessment information

· Modes of travel

· Relevant medical, special educational needs and behavioural information

The General Data Protection Regulation allows us to collect and use pupil information with consent of the data subject, where we are complying with a legal requirement, where processing is necessary to protect the vital interests of a data subject or another person and where processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. When the personal information is Special Category Information we may rely on processing being in the substantial public interest in addition to consent of the data subject and the vital interests of the data subject or another.
Our requirement for this data and our legal basis for processing this data includes the Education Act 1996, 2002 and 2011, The Children’s Act 1989 and 2004, Education and Skills Act 2008, Schools’ Standards and Framework Act 1998 and the Equalities Act 2010.
Collecting personal information

Whilst the majority of personal information you provide to us is mandatory, some of it is provided to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you whether you are required to provide certain personal information to us or if you have a choice in this. Where we are using your personal information only on the basis of your permission you may ask us to stop processing this personal information at any time. 
Storing personal data

We hold pupil data for / in accordance with our retention schedule which can be requested from the DPO.
Who do we share pupil information with?

We routinely share pupil information with:
· schools that the pupils attend after leaving us
· our Local Authority
· the Department for Education (DfE) 
· the school nurse
· extended school providers
Why we share pupil information
We do not share personal information with anyone without consent unless the law and our policies allow us to do so.

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our pupils with our Local Authority (LA) and the Department for Education (DfE) under section 3 of The Education (Information About Individual Pupils) (England) Regulations 2013.
Data collection requirements:
To find out more about the data collection requirements placed on us by the Department for Education (for example: via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about pupils in schools in England. It provides invaluable evidence on educational performance to inform independent research, as well as studies commissioned by the Department. It is held in electronic format for statistical purposes. This information is securely collected from a range of sources including schools, Local Authorities and awarding bodies. 

We are required by law, to provide information about our pupils to the DfE as part of statutory data collections such as the school census and Early Years’ census. Some of this information is then stored in the NPD. The law that allows this is the Education (Information About Individual Pupils) (England) Regulations 2013.

To find out more about the pupil information we share with the department, for the purpose of data collections, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.
To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information.
The department may share information about our pupils from the NPD with third parties who promote the education or well-being of children in England by:

· conducting research or analysis

· producing statistics

· providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is maintained and there are stringent controls in place regarding access and use of the data. Decisions on whether DfE releases data to third parties are subject to a strict approval process and based on a detailed assessment of:

· who is requesting the data

· the purpose for which it is required

· the level and sensitivity of data requested; and 

· the arrangements in place to store and handle the data 

To be granted access to pupil information, organisations must comply with strict terms and conditions covering the confidentiality and handling of the data, security arrangements and retention and use of the data.

For more information about the DFE’s data sharing process, please visit: 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data 
For information about which organisations the DFE has provided pupil information, (and for which project), please visit the following website: https://www.gov.uk/government/publications/national-pupil-database-requests-received
To contact DfE: https://www.gov.uk/contact-dfe
Requesting access to your personal data

Under data protection legislation, parents and pupils have the right to request access to information about them that we hold. To make a request for your personal information, or be given access to your child’s educational record, contact the schools Data Protection Officer, Miss Laura Ovenden 
You also have the right, subject to some limitations to:

· object to processing of personal data that is likely to cause, or is causing, damage or distress

· prevent processing for the purpose of direct marketing

· object to decisions being taken by automated means

· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and

· claim compensation for damages caused by a breach of the Data Protection regulations 

If you have a concern about the way we are collecting or using your personal data, you should raise your concern with us in the first instance or directly to the Information Commissioner’s Office at https://ico.org.uk/concerns/
Contact:

If you would like to discuss anything in this privacy notice, please contact:
· Miss Laura Ovenden, Deputy Headteacher and Data Protection Officer
Appendix 2

 PRIVACY NOTICE

School Workforce: those employed or otherwise engaged to work at a school 
Privacy Notice – General Data Protection Regulation

We, Tower Hill Primary, are the Data Controller for the purposes of the Data Protection Act.

The categories of information that we process include:

· personal information (such as name, employee or teacher number, national insurance number, photographs, emergency contact details)

· characteristics information (such as gender, age, ethnic group)

· contract information (such as start date, hours worked, post, roles and salary information)  

· work absence information (such as number of absences and reasons)

· qualifications (and, where relevant, subjects taught)

· Performance information 

· Information regarding disciplinary or grievance issues

In addition, we may process the following “special category information”: 

· Relevant health or medical information (such as in respect of absences)

· Trade Union membership

· Race, ethnicity, or religious beliefs, sexual orientation 

This list is not exhaustive.  

Why we collect and use workforce information

We use workforce data to:
a) enable individuals to be paid

b) enable safe recruitment and compliance with associated responsibilities

c) enable and support performance management

d) inform the development of recruitment and retention policies 

e) enable the development of a comprehensive picture of the workforce and how it is deployed

f) enable equalities monitoring and compliance with equalities duties

Our legal basis for processing workforce information: 

Under the General Data Protection Regulation (GDPR), the legal basis / bases we rely on for processing personal information for general purposes are: 
· for the purposes of performance of a contract (e.g. contracts of employment, contracts for services etc)
· Where processing is necessary for compliance with legal obligations of the Governing Body (e.g. including but not limited to legal obligations under the Education Act 2002; Education Act 2005, the School Staffing Regulations 2009; the Employment Rights Act 1996, relevant tax law and other employment law obligations)

· Where processing is necessary for the performance of a task carried out in the public interest or exercise of official authority vested in the Governing Body (e.g. education functions associated with running a school). 

In addition, concerning any special category data:

· Where processing is necessary for the purposes of carrying out obligations and exercising rights of the school or staff in the field of employment

· Where processing is necessary for reasons of substantial public interest (e.g. connected to the education functions associated with running a school)

· Where processing is necessary for the purposes of preventive or occupational medicine (e.g. where occupational health advice is sought)

Consent

In some circumstances, we may ask you for explicit consent to enable us to process your data.  However, this will normally only be where there is no other legal basis for us to process this information.  Where we rely on consent, you may withdraw your consent at any time. 

Collecting workforce information

We collect personal information via application and contract processes.
Workforce data is essential for the school’s / local authority’s operational use. Whilst the majority of personal information you provide to us is mandatory, some of it is requested on a voluntary basis. In order to comply with GDPR, we will inform you at the point of collection, whether you are required to provide certain information to us or if you have a choice in this. 

Storing workforce information

We hold data securely for the set amount of time shown in our data retention schedule. For more information on our data retention schedule and how we keep your data safe, please ask the DPO for a copy of the school’s retention schedule. All staff are issued with a copy of the data protection policy.
Who we share workforce information with

We routinely share some workforce information with:

· The local authority 

· the Department for Education (DfE) 

Why we share school workforce information

We do not share information about our workforce members with anyone without consent unless the law and our policies allow us to do so.

Local authority - We are required to share information about our workforce members with our local authority (LA) under section 5 of the Education (Supply of Information about the School Workforce) (No 2) (England) Regulations 2007 and amendments.
Department for Education - The Department for Education (DfE) collects personal data from educational settings and local authorities via various statutory data collections. We are required to share information about our children and young people with the Department for Education (DfE) for the purpose of those data collections, under section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.
To find out more about the data collection requirements placed on us by the Department for Education including the data that we share with them, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

We occasionally share workforce information with suppliers (for example a payroll provider, professional HR advisers or occupational health providers) to enable the school to receive services that support our legal obligations to staff (e.g. to pay them) or for the purposes of fulfilling public tasks (e.g. running and staffing a school). 

Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about you that we hold. To make a request for your personal information, contact Laura Ovenden, the Data Protection Officer. 
You also have the right to:

· object to processing of personal data that is likely to cause, or is causing, damage or distress

· prevent processing for the purpose of direct marketing

· object to decisions being taken by automated means

· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and

· a right to seek redress, either through the ICO, or through the courts

If you have a concern about the way we are collecting or using your personal data, we ask that you raise your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s Office at https://ico.org.uk/concerns/
Contact

If you would like to discuss anything in this privacy notice, please contact: Laura Ovenden, DPO 
Appendix 3
PRIVACY NOTICE

Children in Need or Looked After by Hampshire County Council

Privacy Notice – General Data Protection Regulation
Hampshire County Council holds personal data about our Children in Care or those children to whom we provide services, and uses this data to: 

· Support children and monitor their progress;

· Provide appropriate support and pastoral care; 

· Carry out statistical forecasting and planning; and

· Assess how well the Local Authority (LA) as a whole is doing to drive service improvement.

This information includes personal characteristics and details for the services we provide.

We are required to pass on some of this information (but not the names of individual children) to the Department for Education (DfE) who use it to help with their policy development, LA performance management & funding and to assist with the development of good practice.  

If you want to see a copy of the information we hold and share about you then please visit http://intranet.hants.gov.uk/dp/dp-sar/dp-sarprocedures.htm or contact: 

· Children’s Services Subject Access Request (SAR) Team, 

Children's Services Department, 

Elizabeth II Court (North)

The Castle,

Winchester

SO23 8UQ
Website:
http://www3.hants.gov.uk/learning  


email:

childrens.services.sar@hants.gov.uk  
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